This Page Is Inserted by IFW Operations 
and is not a part of the Official Record 



BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not limited to): 

• BLACK BORDERS 

• TEXT CUT OFF AT TOP, BOTTOM OR SIDES 

• FADED TEXT 

• ILLEGIBLE TEXT 

• SKEWED/SLANTED IMAGES 

• COLORED PHOTOS 

• BLACK OR VERY BLACK AND WHITE DARK PHOTOS 

• GRAY SCALE DOCUMENTS 



IMAGES ARE BEST AVAILABLE COPY. 



As rescanning documents will not correct images, 
please do not report the images to the 
Image Problem Mailbox. 



J) 



P B 5818 - Patentlaan 2 
2280 HV Rijswijk <ZH) 
S +31 70 340 2040 
TX 31651 epo nl 
FAX +31 70 340 3016 



Europaisches 
Patentamt 



Generaldirektion 1 



European 
Patent Office 



Office uropeen 
d s brevets 



r 



de Pena, Alain 
Compagnie IBM France 

Direction de la Propriete Intellectuelle 

06610 La Gaude 

FR 



IBM 



M A0UT.2003 



ACTION 








Datum/Date 


l_ 


_J 


14/08/03 




Zeichen/Ref./Ref. 

FR 920020090GIT 


Anmeldung NrVApplication NoVDemande n°7Patent Nr ./Patent NoVBrevet n°. 
03368009. 1 2205 


Anmelder/Applicant/Demandeur/Patentinhaber/Proprietor/Titulaire 

INTERNATIONAL BUSINESS MACHINES CORPORATION 



Ubersendung von/Transmission of/Envoi de 

□ 



Antrag vom/Request dated/ Requete du 01/08/03 



□ 

□ 
□ 
□ 
□ 



Kopien bei Akteneinsicht nach Regel 94(3) EPU 
Copies in the case of inspection of files pursuant to Rule 94(3) EPC 
Copies en cas d'inspection publique selon la regie 94(3) CBE 

Beglaubigung 

Certification 

Certification 



Prioritatsbeleg(e)/priority documents )/document(s) de priorite R. 94(4) 



Ausfertigung(en) der Patenturkunde nach Regel 54(2) EPU 

Duplicate of the patent certificate pursuant to Rule 54(2) EPC 

Duplicata du certificat de brevet, selon ia Regie 54(2) CBE 

Auszug aus dem Register nach Regel 92(3) EPU 
Extract from the register pursuant to Rule 92(3) EPC 
Extrait du registre selon la Regie 92(3) CBE 

Auskunft aus den Akten nach Regel 95 EPU 

Communication of information contained in the files pursuant to Rule 95 EPC 
Communication d' informations contenues dans la dossier selon la Regie 95 CBE 
Akteneinsicht nach Regel 94(2) EPU 
Inspection of files pursuant to Rule 94(2) EPC 
Inspection publique selon la Regie 94(2) CBE 



EPA/EPO/OEB Form 1 1 58 - 08.94 



PER0N L (TEL: 3632) 
Auskunftsstelle/Informatlon office/Service d 1 1 nformatlon 



THIS PAGE BLANK (uspto) 




Eur paisches 
Patentamt 



Eur pean 
Patent Office 



Office europeen 
des brevets 



Bescheinigung Certificate Attestation 



Die angehefteten Unterla- 
gen stimmen mit der 
ursprQnglich etngereichten 
Fassung der auf dem nach- 
sten Blatt bezeichneten 
europaischen Paten tan mel- 
dung Oberein. 



The attached documents 
are exact copies of the 
European patent application 
described on the following 
page, as originally filed. 



Les documents fixes a 
cette attestation sont 
confer mes a la version 
initialement deposee de 
la demande de brevet 
europeen sped flee a la 
page suivante. 



Patentanmeldung Nr. Patent application No. Demande de brevet n° 

03368009.1 



Der President des Europaischen Patentamts: 
Im Auftrag 

For the President of the European Patent Office 

Le President de I 'Office europeen des brevets 
P-o. 



RCvan Dijk 



EPA/EPOADEB Form 1014.1 • 02.2000 7001014 



THIS PAGE BLANK (uspto) 




EuropaJsches 
Paten tantt 



European 
Patent Office 



Office uropeen 
des brevets 



Anmeldung Nr: 

Application no.: 03368009.1 
Demande no: 



Anmeldetag: 

Date of filing: 30.01.03 
Date de depot: 



Anmelder/Appl 1cant( s)/Demandeur( s): 

INTERNATIONAL BUSINESS MACHINES CORPORATION 



Armonk, NY 10504 
ETATS-UNIS D'AMERIQUE 



Bezel chnung der Erf 1 ndung/TI tl e of the Invention/!*! tre de I 1 Invention: 
(Falls die Bezel chnung der Erftndung nlcht angegeben 1st, slehe Beschrelbung. 
If no title Is shown please refer to the description. 
Si aucun tltre n'est 1nd1qu€ se referer a la description.) 

A forward error correction scheme compatible with the bit error spreading of a 
scrambler 



In Anspruch genoomene Prlorlat(en) / Priori ty( 1es) claimed /Priori t6(s) 
revend1qu€e( s) 

Staat/Tag/Aktenzelchen/State/Date/Flle no. /Pays/Da te/Numero de depot: 



Internationale Patentklasslf 1kat1 on/International Patent Classification/ 
Classification Internationale des brevets: 

H03M13/00 



Am Anmeldetag benannte Vertragstaa ten/Contracting states designated at date of 
flllng/Etats contractants designees lors du depot: 

AT BE BG CH CY CZ DE DK EE ES FI FR GB GR HU IE IT LU MC NL 
PT SE SI SK TR LI 



03368009. 1 

EPA/EP0/0EB F rro 1014.2 - 01.2000 7C01014 



2 



THIS PAGE BLANK (uspto) 



A FORWARD ERROR CORRECTION SCHEME 
COMPATIBLE WITH THE BIT ERROR SPREADING 
OF A SCRAMBLER 



Field of the Invention 

5 The present invention relates to data communications and 

high speed transmission in general and is more particularly 
concerned with the correction of errors occurring on strings of 
data that need to be scrambled for transmission. 



Background of the Invention 

10 The transmission of information over very high-speed links 

requires, to enhance the transmission characteristics of the 
signal, that data strings to be forwarded have to be first 
encoded by the transmitted side. A particular desirable charac- 
teristic to acquire is that, irrespective of the information to 

15 be transported, the binary transmitted signal remains DC 
balanced. Also, transmitted signal must have enough transi- 
tions so as the receiver side can reliably recover a clock and 
can operate without any drift that would possibly result of 
long sequences of transmitted 1 1 s or O 1 s . 

2 0 A standard technique to achieve this objective is to 

scramble the transmitted data. Thus, various scramblers are 
specified by telecommunications standards. The one of the IEEE 
802. 3ae physical coding sublayer (PCS) broadly referred to as 
10Gb Ethernet (lOGbE) , using a transmission coding technique 

25 known as 64B/66B, is based on polynomial: X 58 + X 39 +1. 

On the other hand, the bit error rate <BER) of high-speed 
transmission links cannot generally be specified at a better 
rate than 10~ 12 . Being given that any modern data 
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communications equipment is now required to reach aggregate 
data throughput in a tera (10 12 ) bits per second (Tbps) range 
then, hundredths of links (link speed are typically in a 2 . 5 to 
12,5 Giga or 10 9 bits per second range) must be used irrespec- 
5 tive of the actual implementation of a machine. Hence, it can 
easily be seen that errors are thus susceptible to occur at a 
rate well in excess of one every second. Even though link BER 
might be, in practice, better than what can be specified, 
designers of such data communications equipment such as Tbps 
10 routers and switches, are now forced to consider the use of 
forward error correction (FEC) a standard technique in which 
redundant bits of information are transmitted so as receiver 
can correct errors without requiring re- transmission. 

Unfortunately, scrambling and FEC are somehow incompatible. 

15 It is well-known that scramblers multiply the number of error 
bits after de-scrambling. For example, lOGbE scrambler, which 
has three terms, creates three errors after decoding for each 
real error occurring on a transmission link. Moreover, these 
three errors span on 59 bits corresponding to the degree of the 

2 0 polynomial. While a single error can easily be corrected with a 
simple FEC code e.g., a Hamming code, requiring few extra bits, 
much more redundancy is needed to handle the bit error spread- 
ing as a result of the scrambling. Also codes to use in this 
case, such as BCH codes, are complex to decode. 

2 5 Object of the Invention 

Thus, it is a broad object of the invention to remedy the 
shortcomings of the prior art as described here above. 

It is another object of the invention to provide a method 
and systems for transmitting data wherein a simple forward 

3 0 error correction code is combined with data scrambling to give 

required characteristics to the transmitted signal and to 
provide error correction capabilities. 
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It is a further object of the invention to provide a 
method and systems for recovering scrambled received data by 
using a simple forward error correction code after data 
descrambling, compatible with the bit error spreading of the 
5 scrambler. 

The accomplishment of these and other related objects is 
achieved by a method of shortening a single-bit error correc- 
tion/ double-bit error detection code for detecting and 
correcting random bit errors in a digital transmission system 

10 wherein data is scrambled after said error detection/correction 
code is applied over a set of data and wherein said set of data 
is subsequently checked, after descrambling, for detecting and 
correcting transmission errors, to still obtain unique 
syndromes for said random bit errors after they have been 

15 multiplied as a result of said descrambling, said method of 
shortening including the steps of: 

- obtaining unique syndromes for all combinations of said 
multiplied errors completely confined to a same said set 
of data; 

2 0 - obtaining unique syndromes too for those combinations of 

said multiplied errors occurring at the end of said set of 
data and overlapping a next set of data, said step includ- 
ing the further step of: 

- remembering the end unique syndrome types for allow- 

2 5 ing correction of said next set of data; 

- obtaining syndromes for all combinations of said multi- 
plied errors occurring at the beginning of said set of 
data that are at least unique per said end types; 

thereby, allowing to correct all said random bit errors in 

3 0 spite of their multiplication by said descrambling and 

whichever they stay confined to a single said set of data or 
are spreading on two consecutive said sets of data, 
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a method for transmitting data and associated redundant 
information allowing error detection and correction upon recep- 
tion, said method comprising the steps of: 

- selecting a set of data; 

- computing forward error correction bits of said selected 
set of data according to a predetermined forward error 
correction code; 

- merging said selected set of data and said forward error 
correction bits to form a packet; 

- scrambling said packet; and, 

- transmitting said scrambled packet , 

wherein said predetermined forward error correction code is 
determined as described above, 

and a method for recovering information encoded in a 
received data packet, said received data packet being scrambled 
and containing forward error correction bits, said method 
comprising the steps of: 

- descrambling said received data packet; 

- computing the syndrome of said descrambled received data 
packet; 

- if said syndrome is an all-zero syndrome, extracting the 
data from said received data packet; 

- else if said syndrome is not an all-zero syndrome, deter- 
mining the state of a status flag, 

- if said status flag is set to a first logical value, 
determining the number of bits in error in said received 
data packet according to said syndrome and, 

- if the number of bits in error in said received 
data packet is equal to the degree of the scrambling polyno- 
mial, extracting the data from said received data packet and 
correcting said extracted data; 
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else if the number of bits in error in said 
received data packet is less than the degree of the scram- 
bling polynomial, setting said status flag to a second 
logical value for one packet cycle and setting a value, 
5 associated to said status flag, to the degree of the scram- 

bling polynomial minus the number of bits in error in said 
received data packet, extracting the data from said received 
data packet and correcting said extracted data; 

- else if said status flag is set to a second logical 
10 value, determining if the number of bits in error in said 

received data packet is equal to said value associated to 
said status flag and, if the number of bits in error in said 
received data packet is equal to said value associated to 
said flag, extracting the data from said received data 
15 packet and correcting said extracted data, 

correcting said extracted data being done according to a 
predetermined forward error correction code as described 
previously. 

Further objects, features and advantages of the present 
2 0 invention will become apparent to the ones skilled in the art 
upon examination of the following description in reference to 
the accompanying drawings. It is intended that any additional 
advantages be incorporated herein. 

Brief Description of the Drawings 

Figure 1 briefly introduces IEEE 802. 3ae physical coding 
sublayer and the associated scrambling and descram- 
bling with polynomial X 58 +X 39 +l. 

shows the conventional representation of the 10Gb 
Ethernet scrambler and descrambler . 
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Figure 2 

25 



Figure 3 reviews the cases of errors resulting of the error 
bit spreading and discusses the overhead introduced 
by forward error correction code. 

Figure 4 discusses the properties of the correcting code 
which allows the correction of the kind of errors 
shown in figure 3 . 

Figure 5 is the state diagram of the method according to the 
invention. 

Figure 6 explains how a forward error correction code can be 
derived that complies with the requirements 
discussed in previous figures especially, with 
figure 4 . 

Figure 7 is the list of syndromes corresponding to all error 
cases as shown in figure 3, for polynomial of 
figure 6, assuming that packets to protect are up 
to 915-bit long. 



Figure 8 illustrates an implementation example of 
invention. 



the 



Detailed Description of the Preferred Embodiment 

Figure 1 briefly introduces IEEE 802. 3ae PCS (physical 
coding sublayer) and the associated scrambling and descrambling 
with polynomial X 58 +X 39 +l. 

PCS upper interface (100) is the so-called '10 gigabit 
media independent interface ' or XGMII which provides for the 
attachment of a data communications equipment irrespective of 
the physical mode of transport of the streams of data to be 
forwarded (102) or received (104) . 



FR 9 2002 0090 



-6- 



Lower interface (110) provides for the physical attachment 
to the transmission medium (115) .e.g., a serial optical trans- 
mission. Data are transmitted in 66-bit blocks (120) comprised 
of a 64-b scrambled payload with a b'Ol 1 preamble (122). There 
5 are also 66-b control blocks (13 0) including a 8-bit type field 
preceded by a b f 10' preamble. Both the block type and the 
remaining 56-bit data/control field of a control block are 
scrambled. Preambles, that allow block alignment, bypass the 
scrambler. 

10 Transmit path (140) includes the scrambler (144) which 

improves the transmission characteristics so that sufficient 
transitions are present in the physical bit streams e.g., to 
make clock recovery possible at the receiver. The 64B/66B 
transmission code has a high transition density and is a 

15 run-length-limited code. The encode (142) and gear box (146) 
functions are necessary to map data and control character to 
the blocks and to adapt formats. They are not necessary to the 
understanding of the invention thus, are not further described. 

Receive path (150) includes the descrambler (154) to 
20 recover the original stream of bits. Synchronization on the 
preambles is achieved first (156) . PCS also includes a function 
(160) that monitors the bit error rate over the transmission 
medium and there is a decode function (152) which is the 
counterpart of the transmit encode. 

25 Apart from the scrambler and descrambler, none of these 

functions need to be further describe to understand the inven- 
tion. They are shown here for a sake of accuracy on what is 
exactly the lOGbE physical coding sublayer and to understand 
the context where invention better applies. 

3 0 Those skilled in the art will realize that although the 

invention is described in the particular context of lOGbE it 
could be practiced as well in a different environment and will 
know, from the here after description, how to adapt it to other 
applications especially, for applications where a different 

35 scrambling polynomial would be used. 



FR 9 2002 0090 



-7- 



Figure 2 shows the conventional representation of the 
lOGbE scrambler and descrambler i.e., implementing, according 
to the standard (see however the remark at the end of 
figure 3), the polynomial: G(X) = 1 + X 39 + X 58 

5 Scrambler (200) and descrambler (210) are linear feedback 

shift register (LFSR) to perform respectively, continuous 
division and multiplication of binary strings i.e., in an 
algebra modulo 2 modulo G(x) , one bit at a time. Adders are 
XOR's such as (205). The two 58-bit shift registers have taps 

10 at indexes 0, 39 and 58 corresponding to the powers of the 
three terms of G(x) , a primitive irreducible polynomial thus 
capable of generating a pseudo-random maximum length sequence. 
Sequence will repeat only after 2 58 -l shifts i.e., never for all 
practical purposes since, even though there would be one shift 

15 possible every 1 pico (10~ 12 ) second, the time to wrap around the 
sequence would still be larger than the time that has elapsed 
since the creation of the universe. 

Scramblers and descramblers have been in use for decades 
and used to randomize strings of bits in order to obtain a 

2 0 better behavior of various electronic pieces of equipment 

mainly in the field of transmission. The chief applications 
being to allow that signals obtained be, on the average, DC 
balanced and to get enough transitions to be able to recover 
timing references from them. As an example of this, the first 
25 all-zero 64-bit sequence (220) gives, after scrambling, the 
64-bit pattern (221) which is comprised of a good proportion of 
O's and l's (38 1 1 s for 2 6 O's). After de-scrambling, the 
all-zero sequence is restored (222) . Obviously, because of the 
randomness of the LFSR and of the length of the pseudo-random 

3 0 sequence no two identical input sequences are ever going to be 

encoded identically as this is illustrated here where the two 
successive all-zero input sequences (220, 230) gives different 
scrambled patterns (221, 231) . 

However, an undesirable well-known effect of scrambling is 
3 5 illustrated with the second example of an all-zero pattern 

FR 9 2002 0090 -8- 



(230) to transmit. This, after scrambling, thus gives pattern 

(231) in which an error is assumed to flip 5th bit from left 
(233), when signal is propagated through the transmission 
medium. Then, after descrambling, not only 5th bit is false but 

5 two more errors are created (237, 23 9) in the restored pattern 

(232) . The three errors are spread at distances corresponding 
to the powers of G(x) terms. Indeed, scrambling multiplies the 
errors by a number corresponding to the number of terms of the 
polynomial in use i.e., 3 with lOGbE polynomial. 

10 Moreover, because errors are largely spread (errors thus 

span here on 59 bits) , they are not generally going to stay 
confined to a single 64-bit block. For example, the all-one 
third pattern (240) gives, after scrambling, pattern (241) in 
which an error is assumed to affect 36th bit from left (243) . 

15 After de-scrambling only bit 36 (245 ) is going to be false in 
current 64-bit block, but following transmitted block (not 
shown) will however have two errors in it since errors are 
nevertheless multiplied and spaced by de- scrambler as in previ- 
ous example . 

20 Hence, implementing an error correcting code in an attempt 

to improve the bit error rate (BER) of transmissions using the 
64B/66B lOGbE code, for the reasons discussed in the background 
section, is problematic since each error occurring during the 
transmission is not only multiplied by three but they are also 

2 5 largely spread. 

Performing FEC is thus becoming much complicated and 
normally requires many more redundant ECC bits and the use of 
sophisticated codes such as a BCH (Bose-Chaudhuri-Hocquenghem) 
type of codes that can be tailored to correct any occurrence of 

3 0 up to three errors in a string of scrambled bits thus imple- 

menting a TEC code i.e., a triple error correction code 
however, at the expense of having to compute and decode a 
complex code which adds to system cost and complexity 
especially, at the multi-Gbps transmission speeds considered by 
3 5 the invention. 
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Another approach is illustrated by US patent 6,349,138 
entitled 'Method and Apparatus for Digital Transmission Incor- 
porating Scrambling and Forward Error Correction while Prevent- 
ing Bit Error Spreading Associated with Desrambling ' . Above 
5 patent manages to perform FEC after scrambling and before 
descrambling so as to get rid of its spreading effect and in 
order to continue to use a simple code such as a Hamming code 
capable of correcting single bit errors. However, the immediate 
consequence is that only part of the transmitted string of bits 
10 is actually scrambled thus, has the necessary properties for a 
good transmission while redundant ECC bits, that are calculated 
after scrambling, must be concatenated as is to the scrambled 
string of bits. 

Following description of the invention shows how a simple 
15 Hamming code can still be used on top of scrambling thus, 
circumventing the effect of error spreading. 

Figure 3 reviews the cases of errors resulting of the error 
bit spreading and discusses the overhead introduced by FEC. 

The invention assumes that FEC is performed at physical 
20 level, above scrambling, so as to take care of the transmis- 
sion errors on high speed links. Although FEC could be carried 
out with each transmitted packet this would require to have one 
redundant byte i.e., 8 bits, reserved per transmitted block. 
Along with the 2 -bit preamble necessary for synchronization 
25 this would give an overhead of (2+8)/ (64-8) or 18% for the 
64B/6 6B code that would includes a per-block FEC. Although this 
is better than the 2 5% overhead of the 8B/10B code often used 
for transmission on. high speed links this fails meeting the 
objective of this code which is to require much less overhead 
30 i.e., 2/64 or 3% to operate. Hence, FEC should be devised so as 
to protect a series of blocks (300), rather than a single 
block, to keep overhead at a low value while allowing on-the- 
fly corrections of errors so as the transmission on high-speed 
links can indeed be considered as error-free. 
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A common data unit often manipulated by modern data commu- 
nications devices, such as switches and routers, is a 64-byte 
or 512-bit data packet thus requiring eight 64B/66B blocks of 
the kind shown in figure 1 (120) . FEC applied at packet level 
5 i.e., over eight 8-byte or 64-bit blocks (300), requires 11 
bits as this is discussed in detail in the following descrip- 
tion of the invention. Hence, in this case, overhead becomes 
(8x2 + 11)/ (512-11) or 5.4% which is a modest increase over the 
original 3% overhead of the 64B/66B while permitting single-bit 

10 transmission error corrections. Since, in practice, more than a 
weird 11-bit field would likely have to be reserved in a 
512-bit payload a maximum of 6.4% may have to be considered if 
a 2-byte field would be reserved for practical considerations. 
Hence, FEC requires that redundant bits be taken from the 

15 payload under the form of a FCS (field check sequence) gener- 
ally placed at the end of the packet (310) . 

Whichever packet size is however considered the kind of 
errors that the invention assumes to be correctable are all 
shown in figure 3. The common case is when the three errors, 

20 resulting of the de-scrambling, are all confined to a single 
packet (320) . Although, for a sake of accuracy, the 2-bit 
preambles are shown here (370) , it must be understood that they 
are neither included in the scrambling nor are participating 
into FEC since they are only used for block synchronization by 

25 the physical coding sublayer shown in figure 1. The other error 
types are then : 

• a single-bit error (340) preceded by a double-bit error in 
previous packet. 

• a double-bit error (330) preceded by a single-bit error in 
3 0 previous packet. 

• a single-bit error (350) followed by a double-bit error in 
next packet. 

• a double-bit error (360) followed by a single-bit error in 
next packet. 
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All these error cases, result of a single error occurring on 
the transmission links, are correctable according to the method 
of the invention further described. 

It is worth noting here that figure 3 shows blocks and 
5 packet in a traditional way i.e., with block preamble and 
beginning of packet (BoP) shown on the left. The most left bit 
is considered as the most significant bit and is transmitted 
first thus, from left to right, so as FCS is transmitted last 
with the end of packet (EoP) . However, this is not consistent 

10 with the representation of the scrambler and descrambler by the 
standard as shown in figure 2 . By referring to this figure one 
can notice that MSB i.e.: 2 58 , is shown to be the most right 
bit of the shift register. By referring to the proper litera- 
ture on the subject for example: 'Error-Correcting Codes', 

15 Peterson & Weldon, 2nd edition, The MIT press, 1972, and more 
specifically to chapter 7 'Linear Switching Circuit' it can 
easily be found that scrambler and de-scrambler of the lOGbE 
standard are rather implementing the reciprocal of the polyno- 
mial quoted above i.e.: G(X) = X 58 + X 19 + 1 and scrambler and 

2 0 de-scrambler should rather be indexed from 58 to 0, from left 
to right (so as the middle term is 2 19 ) . This does not change 
anything in practice both polynomials have exactly the same 
properties however, the invention needs to consider the right 
indexing to be understood. 

2 5 Hence, the rest of the description assumes that the 

polynomial is actually G(x) = X 58 + X 19 + 1 with, as usual, the 
most significant term on the left as with ordinary numbers. 

Figure 4 discusses the properties of the correcting code 
which allows the correction of the kind of errors shown in 

3 0 figure 3. 

In the following, syndrome must be understood as the 
result of the packet FEC checking. If, e.g., FCS is 11-bit 
wide, then syndrome is an all-zero (405) 11-bit binary vector 
if no error have occurred. Otherwise it is generally different 
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from 0. The set of values (thus, 2048 with 11 redundant bits 
added for correction) is the syndrome (400) . 

First, all shifts of three-bit errors (410) spaced as G(x) 
i.e., at indexes 58, 19 and 0 and entirely contained in the 
5 packet pay load (including FCS) , must have unique syndrome 
values once packet is FEC checked so as they can be unambigu- 
ously corrected. These errors are of the kind shown in figure 3 
(320) . When this happens no single-bit error or double-bit 
error respectively of the type (330) and (340) shown in 
10 figure 3 may have possibly occurred in previous packet. 

Second, all single-bit (420) and double-bit (430) errors 
occurring at the end of a packet (EoP) , corresponding respec- 
tively to cases (350) and (360) of figure 3 must give unique 
syndromes too (different of the above three-bit error 

15 syndromes) so as as they can be unambiguously corrected in 
current packet too. There are 58-19 = 39 single-bit errors of 
this category (350) possibly affecting the 39 most-right bits 
of a packet including FCS. And, there are 19 double-bit errors 
of this kind thus affecting the 19 most-right bits of a packet. 

2 0 When this occurs (single-bit and double-bit errors occurring at 
the end of a packet) this must be remembered (441, 442) since 
next packet should have respectively, a double-bit or single- 
bit error at its beginning (BoP) . 

Third, all single-bit (450) and double-bit (460) errors 

2 5 occurring at the beginning of a packet, corresponding respec- 

tively to cases (330) and (340) of figure 3 must have unique 
syndromes however, they need not to be unique versus all the 
others (first and second case above) and even together since, 
as mentioned above, one remembers for one packet cycle that an 

3 0 error at the end of previous packet has occurred and the type 

of this error, single (441) or double (442) . In other words, 
since single and double-bit errors, having unique syndromes, 
have occurred in previous packet double or single-bit errors 
respectively, at beginning of next packet, are to be expected. 
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Thus, syndromes of such errors need not to be unique. They only 
need to be unique per type (single or double) . 

Then, the set of syndromes must comply with what is shown 
in figure 4 so as state diagram of figure 5 hereafter can apply 
5 allowing correction after de-scrambling of all single-bit 
errors occurring during transmission of packets. 

The syndromes that do not fit must be considered as uncor- 
rectable errors. Corresponding packet should be flagged and/or 
discarded. 

10 Figure 5 is the state diagram of the method according to 

the invention. 

Each time a packet is received a syndrome is computed 
(500). If different from the all-zero syndrome a correction 
must be attempted. First step is to check if an error has been 
15 found at the end of previous packet (505). 

If not, syndrome is further checked. If it corresponds to 
a triple-bit error (520) a correction can be performed (550). 

If syndrome however belongs to the ones of a double-bit 
error at the end of a packet (515) this is remembered (530) for 

2 0 the processing of next packet (and only for next packet) . 

Syndrome may also match the ones of the end-of -packet single- 
bit errors (510) in which case this is remembered (525) as with 
the end-of -packet double bit error. In both cases a correction 
is performed (550) . 

25 If, at step (505) , a double-bit error or a single-bit 

error was found to have been corrected in previous packet then, 
the current computed syndrome must be checked against respec- 
tively, the set of single-bit error syndromes (535) and the set 
of double-bit errors syndromes (540) that occur at the begin- 

3 0 ning of a packet (BoP) . If there is a match a correction can be 

performed (550) . 
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If none of the above match (545) syndrome does not fit the 
model of errors. An uncorrectable error (555) is therefore 
detected. 

Figure 6 explains how a FEC code can be derived that 
5 complies with the requirements discussed in previous figures 
especially, with figure 4. 

The invention is hereafter exemplified using following 
code generator polynomial : 

G(x) = (X+l) (X 10 + X 9 + X 7 + X 6 +X 4 +X 1 + 1) 

10 This type of polynomial, which is the product by (X+l) of a 
primitive irreducible polynomial, here of degree 10, is known 
to produce a SEC/DED (single error correction/double error 
detection) type of code. Because of the multiplication by 
(X+l) , vectors of the code are all odd-weight so that it is 

15 easy to split the syndromes in two disjoint sets. Single bit 
error syndromes are odd while double bit error syndromes are 
all even. This property has been extensively used to implement 
what is referred to as a odd-weight extended Hamming code. On 
this, and on error correction in general, one may refer for 

20 example to 'Error-Correcting Codes for Semiconductor Memory 
Applications: A State-of -the-Art Review 1 , C.L. Chen and M. Y. 
Hsiao, IBM Journal of Research and Development, Volume 28, 
Number 2, March 1984. 

A list of irreducible polynomials in a binary GF (Galois 
25 Field) of the kind corresponding to the right term of G(x), and 
much theory on the field of error correction, can be found in 
book already cited above i.e., in 'Error-Correcting Codes 1 , 
Peterson & Weldon, 2nd edition, The MIT press, 1972. The 
degree-10 right polynomial chosen to illustrate the invention 
30 is listed, in appendix C of this book, in octal notation, as 
'3323'. The reason of the choice of this particular polynomial 
will become clear in the following description of the 
invention. 
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From G(x) it is possible to form a finite group under 
multiplication of odd-weight vectors (600), ranked from 0 to 
1022 and noted a 0 to a 1022 , thus comprising 2 10 -1 or 1023 
vectors, a number which corresponds to the degree of the right 
term of G(x) . Vectors at beginning and end of the multiplica- 
tive group plus some intermediate vectors are shown. As 
mentioned, they are all comprised of an odd number of ones. 

For a sake a readability 0 ' s are replaced by a dot ( . ) in 
the binary vectors shown. 

In this group, since it is a multiplicative group, follow- 
ing holds: <x x x oc Y = oc x+Y ro°3u l0 1023. However, it is still possi- 
ble to define an addition of three vectors (even though this is 
not a field) that always returns a vector of the group so that 
oc x + <x Y + a z = a w . This is always true because group is made of 
all possible odd-weight vectors. Adding three vectors together 
gives again an odd vector which thus belongs to the group. 
Moreover, following holds too: a x+n + a Y+n + a z+n = a w+n . As an 
example of this, one can easily verify from what is listed in 
(600) that a 0 + a 3 + a 5 = a 1012 and that a 1 + a 4 + a 6 = a 1013 and 
so on. 

Hence, it is possible to compute the addition of the three 
group vectors that corresponds to the terms of the scrambler 
polynomial namely: 58, 19 and 0. Adding a 58 + a 19 + a 0 gives a 166 
and, a 58+ S56 + a l9+856 + a o+856 = a l66+856 - a i022 (610) the last 
vector of the group. Therefore there are 1022-(166-1) i.e.: 857 
successive combinations of triple-bit errors, spaced as scram- 
bler polynomial powers, that give unique syndromes spanning 
from a 166 to a 1022 . The polynomial chosen has been selected to 
maximize the range of usable vectors . Among all possibilities 
of primitive irreducible polynomials listed in Peterson and 
Weldon book mentioned previously, polynonial '3323' (in octal 
notation) the right term of G(X) i.e.: X 10 + X 9 + X 7 + X 6 +X 4 +X 1 
+ 1, is a good choice since it gives a low value for the 
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addition of three vectors of the group spaced as 58, 19 and 0. 
Choosing another polynomial gives a higher value for the 
addition of a 58 + a 19 + a 0 thus, reducing the range of possible 
unique combinations as this is further discussed. 

5 It is worth noting here that this results from the fact 

that all Galois Fields, that can be generated with different 
primitive irreducible polynomials, are isomorphic in the mathe- 
matical sense of this term. That is, all fields of degree n 
contain all 2 n -l non-zero vectors. They just differ by the 

10 order in which these vectors appear in the field* Vector 
addition table thus varies greatly from one choice of polyno- 
mial to another. This behaving is carried over to the multipli- 
cative group obtained after multiplication by X+l resulting in 
the fact that it exists better choices to obtain a large range 

15 of three-bit error combinations that have unique syndromes. 

The above requires that code generated with suggested 
polynomial G(X) = (X+l) (X 10 + X 9 + X 7 + X 6 +X 4 +X 1 + 1) be short- 
ened so combinations of three errors cannot return a vector 
greater than a 1022 for the reason that next value would be a 0 

2 0 (since group is a finite cyclic group) . Indeed, the EoP single- 

bit errors i.e., (350) in figure 3, need to be unique according 
to the invention. As they are using the 3 9 starting vectors 
(620) of the multiplicative group they cannot be used by the 
three-bit error combinations. This is obtained by excluding the 
25 use of group vectors (630) beyond a 914 (the 915th vector of the 
group) i.e., the 857 three-bit error combinations + 58, the 
degree of the polynomial. 

As far as the two-bit errors are concerned addition of two 
vectors of the group does not belong to the multiplicative 

3 0 group (on the contrary of the addition of three vectors) . It 

returns an even-weight vector which neither belongs to the three- 
bit error syndromes nor to the single-bit error syndromes thus 
exceeding the requirements discussed in figure 4 . 
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Therefore, by limiting the code to the protection of 
packets of up to 915 bits it is possible to correct all errors, 
after scrambling, according to the method of figure 5. The 
impact of having to shorten the code to obtain this result is 
5 however minimized by choosing a polynomial where the sum of 
three vectors, spaced as in scrambler polynomial i.e., 58, 19, 
and 0, corresponds to a low displacement (610) in the multipli- 
cative group so as fewer vectors have to be excluded (630) . 

Figure 7 is the list of syndromes corresponding to all 
10 error cases as shown in figure 3, for polynomial of figure 6, 
assuming that packets to protect are up to 915-bit long. Code 
can obviously be further shortened to adapt to any lower packet 
size as shown in figure 8 here after. 

The single-bit and triple-bit error syndromes are listed 
15 according to their rank into the multiplicative group of 
figure 6. The left column (750) is the number of bits in error. 
The double-bit error syndromes (710) and (750) do not belong to 
the multiplicative group of figure 6. Their ranks listed is 
taken out of the dual multiplicative group made of all even 
2 0 vectors (not shown) . Hence, ranks of double-bit errors cannot, 
and need not, to be compared to the odd multiplicative group. 
However, double-bit errors at beginning of packet (710) and 
double-bit errors at end of packet, can be, and should be 
compared to each other, to check that they are unique allowing 

2 5 to unambiguously correct all double-bit errors. 

From BoP there are 19 single-bit errors (700). These 
errors correspond to case (340) of figure 3. They are followed 
by 39 double-bit errors corresponding to case (330) of 
figure 3. After which starts (760) all the shifts of triple-bit 

3 0 errors, a down sequence from rank 1022 to rank 166 (770) . There 

are again 19 double-bit errors at end of packet (720) corre- 
sponding to case (360) . Finally, there are 39 EoP single-bit 
errors (730).. EoP single-bit errors (730) , all triple-bit 
errors from (760) to (770) and double-bit errors (720) have 
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unique syndromes and can be corrected directly. Single-bit 
errors at beginning of packet (700) are unique alone but have 
duplicates in the set of triple-bit errors which is permitted 
by the algorithm of figure 5. 

5 Therefore, all errors resulting of a single-bit error 

during the transmission of 64B/66B blocks can be corrected 
after de-scrambling . All syndromes of errors that do not fit in 
list of figure 7 are uncorrectable errors. Since, in this 
particular example, there are 2047 (2 11 -!) possible non-zero 

10 syndrome combinations and 973-19 = 954 unique combinations used 
for the corrections (the first 19 BoP syndromes have all a 
duplicate in the set of triple-error syndromes) the difference, 
1093 combinations, may serve to detect directly uncorrectable 
errors according what is shown in figure 5 (555) . More uncor- 

15 rectable errors are possibly detected by the algorithm of 
figure 5 since, even though a syndrome matches one of the BoP 
single and double error syndromes, a corresponding error must 
have been found in previous packet to allow a correction. If 
this is not the case an uncorrectable error is detected too. 

2 0 Figure 8 shows, as an example among numerous 

possibilities, an implementation of the invention. The choice 
of a particular implementation is highly dependent on the 
performance required and of the technology available. Communi- 
cations devices, for which the invention is devised, are gener- 
25 ally implemented in high-speed ASIC's (application specific 
integrated circuits) that may be comprised of millions of logic 
gates and latches. To achieve the necessary level of perform- 
ance with a cost-performance, relatively slow, technology as 
CMOS (complementary metal oxide semiconductor) logic designers 

3 0 tend to favor wide buses and parallel processing of information 

data. Hence, the particular implementation of figure 8 assume 
that e.g., a 512-bit wide packet (800) is checked with a large 
block of combinatorial logic implemented with exclusive OR 
gates (XOR's) and shown here under the form of a matrix (810), 
35 the so-called H-Matrix of the code, where I's are XOR inputs. 
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The matrix corresponds to what is shown in figure 6 however, 
further shortened, for illustrating the case of a typical 
64-byte packet. Logic block (810) thus allow to generate a 
11-bit syndrome (820) which is decoded (830) to perform a 
correction if necessary. Correction consists in inverting the 
bits found in error ♦ Input data i.e., the whole packet which is 
applied (800) over the matrix that generate the syndrome (820) 
is also applied to the series of XOR's (840) to invert the bits 
found in error by the decode of the syndrome (830). As 
discussed previously EoP errors must be remembered (850) , for 
one packet cycle, so that the information can be used for next 
packet for correction (860) when necessary. Also, decode of 
syndrome allow to find the uncorrectable errors (870) . 

Implementation is not further described since it uses 
techniques and methods well known from the art of logic design 
especially, designers of the ASIC's used for communications, 
devices . 

The generation of the eleven ECC bit on the transmit side 
is trivial . Generation is equivalent to checking except that 
the eleven ECC bits (805) are set to 0 so that the matrix (810) 
returns the FCS (instead of the syndrome) to be inserted at the 
end of the message as shown in figure 3 before it is forwarded. 
Again, all of this are standard practices well known from the 
art. 

Finally, those skilled in the art will recognize that, 
although the invention is described for the particular case of 
the lOGbE scrambler it is straightforward to adapt it to all 
other primitive scrambler polynomials. A list of such primitive 
polynomials, up to degree 300, can be found in 'Built-in Test 
for VLSI, Pseudorandom Techniques', Paul H. Bardell and al . , 
John Wiley & Sons, 1987. It must be also understood that the 
choice of a code to correct the errors after scrambling can be 
different of the one suggested while still practicing the 
invention. Especially, if longer or shorter packets must be 
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protected different polynomial may be chosen so as to adapt the 
number of necessary redundant bits to a particular application 
of the invention. 

Also, the particular implementation of figure 8 does not 
5 preclude a completely different approach. Because the invention 
only requires that code be shortened, generation and checking 
can still be performed cyclically, with a state machine, that 
would compute FCS and syndrome n-bit or n-byte at a time 
instead of using a single combinatorial block of logic. 

10 
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Claims: 

What is claimed is: 

1. A method of shortening a single-bit error correction/ 
double-bit error detection code for detecting and correcting 

5 random bit errors in a digital transmission system wherein 
data is scrambled after said error detection/correction code 
is applied over a set of data and wherein said set of data is 
subsequently checked, after descrambling, for detecting and 
correcting transmission errors, to still obtain unique 
10 syndromes for said random bit errors after they have been 
multiplied as a result of said descrambling, said method of 
shortening including the steps of: 

- obtaining unique syndromes for all combinations of said 
multiplied errors completely confined to a same said set 

15 of data; 

- obtaining unique syndromes too for those combinations 
of said multiplied errors occurring at the end of said 
set of data and overlapping a next set of data, said step 
including the further step of: 

2 0 - remembering the end unique syndrome types for allow- 

ing correction of said next set of data; 

- obtaining syndromes for all combinations of said multi- 
plied errors occurring at the beginning of said set of 
data that are at least unique per said end types; 

2 5 thereby, allowing to correct all said random bit errors in 
spite of their multiplication by said descrambling and which- 
ever they stay confined to a single said set of data or are 
spreading on two consecutive said sets of data. 

2. The method according to claim 1 including the step of 
30 selecting a code requiring that shortening is kept minimal. 
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3. The method of either claim 1 or claim 2 wherein said error 
detection/correction code is such that syndromes characteriz- 
ing bits in error at the beginning of a received descrambled 
set of data, when the number of said bits in error is less 

5 than the number of terms of the scrambling polynomial/ need to 
be unique only per number of bits in error. 

4. The method of any one of claims 1 to 3 wherein said error 
detection/correction code is a Hamming-like code. 

5. The method of any one of claims 1 to 4 wherein each of said 
10 set of data comprises at least one 10Gb Ethernet 64B/66B 



6. The method of claim 5 further comprising the step of 
inserting at least one control bit in said set of data, 
between each of said 10Gb Ethernet 64B/66B blocks, after said 

15 set of data has been scrambled. 

7. A method for transmitting data and associated redundant 
information allowing error detection and correction upon 
reception, said method comprising the steps of: 



block. 



- selecting a set of data; 



20 



- computing forward error correction bits of said selected 
set of data according to a predetermined forward error 
correction code; 



- merging said selected set of data and said forward error 
correction bits to form a packet; 



25 



- scrambling said packet; and, 



- transmitting said scrambled packet, 



wherein said predetermined forward error correction code is 
determined according to any one of claims 1 to 6 . 
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8 • A method for recovering information encoded in a received 
data packet, said received data packet being scrambled and 
containing forward error correction bits, said method compris- 
ing the steps of : 

5 - descrambling said received data packet; 

- computing the syndrome of said descrambled received data 
packet; 

- if said syndrome is an all-zero syndrome, extracting the 
data from said received data packet; 

10 - else if said syndrome is not an all-zero syndrome, deter- 

mining the state of a status flag, 

- if said status flag is set to a first logical value, 
determining the number of bits in error in said received 
data packet according to said syndrome and, 

15 - if the number of bits in error in said received 

data packet is equal to the number of terms of the scram- 
bling polynomial, extracting the data from said received 
data packet and correcting said extracted data; 

- else if the number of bits in error in said 
20 received data packet is less than the degree of the scram- 

bling polynomial, setting said status flag to a second 
logical value for one packet cycle and setting a value, 
associated to said status flag, to the degree of the scram- 
bling polynomial minus the number of bits in error in said 

2 5 received data packet, extracting the data from said 

received data packet and correcting said extracted data; 

- else if said status flag is set to a second logical 
value, determining if the number of bits in error in said 
received data packet is equal to said value associated to 

3 0 said status flag and, if the number of bits in error in 

said received data packet is equal to said value associated 
to said flag, extracting the data from said received data 
packet and correcting said extracted data, 
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correcting said extracted data being done according to a 
predetermined forward error correction code as described in 
any one of claims 1 to 6. 

9. An apparatus comprising means adapted for carrying out the 
method according to anyone of the claims 1 to 8 . 

10. A computer-like readable medium comprising instructions for 
carrying out the method according to any one of the claims 1 
to 8. 
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A FORWARD ERROR CORRECTION SCHEME 
COMPATIBLE WITH THE BIT ERROR SPREADING 
OF A SCRAMBLER 



Abstract: 

5 A method for combining a simple forward error correction 

code i.e. # a Hamming-like code with scrambling and descram- 
bling functions is disclosed. Therefore, irrespective of the 
information to be transported, received data may be corrected, 
bit error spreading effects being handled, while providing 
10 desirable signal characteristics such as signal DC balance and 
enough signal transitions. The overhead introduced by the 
method is a modest increase over the original overhead of the 
10Gb Ethernet 64B/66B code. 



Figure 5 . 
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